Quick Reference Guide for PHAs
Management Assessment Subsystem (MASS) SYSTEM SECURITY

CHAPTER 2 — SYSTEM SECURITY

“System Security” refers to all aspects of obtaining and administering user IDs that access
HUD/REAC’s Web-based systems.

This chapter is divided into three parts:

Part 1 — Register for a user ID is for anyone who does not yet have a user ID. A user
ID can obtained by accomplishing one of the following processes:

Register as a Coordinator
Or
Register as a User

Part 2 — Change Your Password is for any User needing to change a password.

Part 3 - System Administration for the Coordinator only applies to Coordinators.
(Other users should skip this part of the chapter.) It covers such things as configuring
your PHA'’s user IDs to enable them to use MASS.
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Part 1 - Register for a user ID

Because MASS is a secure, Internet Web-based system containing sensitive financial and
housing information, a unique user ID is required for anyone wishing to access MASS. MASS
users fall into two types: Coordinators and Users.

MASS USERS

DESCRIPTION

Coordinator - Applies for a user ID online.

Receives the user ID from HUD/REAC (via a letter sent to the
PHA'’s Executive Director).

Is an employee of the PHA or a third party (such as a management
agent authorized by the PHA).

Serves as a PHA's representative to perform system administration
functions.

Assigns users access to prepare, review and submit electronic
data.

May also act as a user (using the same user ID).

Receives electronic messages from HUD and forwards them to the
PHA'’s Executive Director.

Each PHA must have at least one Coordinator user, with a
maximum of two Coordinator users per PHA. (It's recommended
that each PHA assigns a second Coordinator as a backup, in the
event one is unavailable.)

User - Applies for a user ID online.
Receives the user ID from the PHA's Coordinator.

Is an employee of the PHA or a third party (such as a management
agent authorized by the PHA).

Prepares, reviews or submits data electronically.
Unlimited number of Users allowed per PHA.
PHA Directors have a unique user role (see note below).

% NOTE: Users who are PHA Directors have a unique role in MASS. They are the
) only Users who can submit their PHAS' final MASS submissions to HUD. Some
directors may choose to logon to Secure Systems solely for this purpose. Other
directors may decide to perform data-entry, or act as a Coordinator, or do both. In
any case, the director, like any system User, has only one user ID.
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THE APPLICATION PROCESS

All users must complete an online registration application to obtain a Secure Systems user 1D
that enables access to HUD Secure Systems via the Internet. The application is available online
at the Real Estate Assessment Center (REAC) Web page. You may apply either as a “User” or
as a “Coordinator” user ID (see page 2-2 for descriptions).

Caution: If you already have your user ID, are able to logon to the
HUD/REAC Secure Systems and access MASS, skip this chapter and

go on to “Chapter 3 — Access MASS.”

No person is allowed to have more than one user ID.

USERS: To obtain a user ID, skip to page 2-14 and complete the “Register as a User (non-
Coordinator)” process. (DO NOT do the “Register as a Coordinator” process on the next page.)

COORDINATORS: To obtain a user ID, complete the “Register as a Coordinator” process that
begins on the next page. (If you will act as BOTH a Coordinator and a User, register as a
Coordinator only.)
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REGISTER As A COORDINATOR

Overview: The following process enables you to use your Web browser to register online for a user
ID as a Coordinator. (For more information on Web browsers, see “Appendix A —
Browser Basics.”)

Caution: If you will function only as a User and NOT as a Coordinator, skip
this process and go to “User Registration for user ID” on page 2-14 of this
chapter. If you're not sure, contact the Technical Assistance Center (TAC) for

assistance. (See “If You Need Help” on page 1-4 for more information on how
to contact the TAC.)

Action Example

The top of the browser window:

1. Openyour Internet browser s =
(e.g., Netscape or Internet T & & a3 - N 3 & @ E
Explorer) 1 Back Asaad Sasch - He! Fini Sy
Dok Bodrate & Go dfllearndid pootaloe e ) ] = {7 wit's Finkated

2. Click in the Location* field = |

(see note below), type the HUD Note that the appearance of your browser’s main
Web address page may vary slightly from the example shown
www.hud.gov/offices/reac above.

then press Enter to open the

Real Estate Assessment HUD EMPLOYEES: The above Web address
Center page. is for PHA business partners only. HUD

employees should refer to the “MASS Quick
Reference Guide” (for HUD staff) for more

information.
% NOTE: The Location field may show the words “Location,” “Go To,” “Netsite,” or
\ “Address.” Regardless, it is the large white field that stretches across the top of the

browser screen.
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Example

The Real Estate Assessment Center page opens:

real escaca

ASSDESMENT Dadinr Arassiat | &

B = Shouk HUD > Rasl Grtsts Aroagemsnt Cente

real estate assessment center (reac)
[ ot ]

ATTERTION ALL SELTEFAMILY BOUSTRG OWHERS; a8
punrts ralsanmdd abber March 11, 3

3. Click on the online systems optio
to open the Online Systems page.

B D prtandr duw o
f a1 lwnd

irerpmetian e b 21, 2001 el e P RET T £

o Inbde B0 au OELY fram the [nisenet. HUD Wl rtap psrk wvskistion far
o rroding cpesstiana on Menh 33, 3001, Want to bkbsd Gaction § pra
L toicur b Bu el St
EAR R TAMT Ariell il B irdT

Tha i Sundbra for elecbon kalls subrenad Arausd
Frarcisl Strtamants (65 har baan wrterded to Al
Tu TO0L: Ean cafelly ber webanein,

Tha Public Hawirng S seramant Satem [PHAE]

Euctronic Bubmiaskara— Extangen of Tima. Sou deteds
e nmhessinn

Screens are updated regularly, so
what you see on your screen may
appear slightly different from what is

itk rabamred o Maich 1, 2000 Canfaress Apart on
FH&G - Bhsical [ngpsctian pctar. i Feaoet

shown here.
k rmmmmmmw
The Online Systems page opens:
'|I B M Al HUD ST SRR T2 EmAL
o online systems
4. Under the NEED A USER ID? Myl I o i st o
section, click on the Public Housing \ i e T e
Agency link to open the PHA Ty iR 2
. . . onkap gycieme

Coordinator and User Registration i ThS Al A i P
page. (Scroll down if necessary to = e i, .o FE
f|nd the ||nk) REAL Sitai shors ] ssis (| 850lty, Rasl e,

Up e Mgt 9 2001

BTTERTION USERS OF REAC ORL INE SYETEMS
Thee brorar 5o 310 g map Sect your abiity to sorems AEAC
San Dbty

Syalern Appheatinm s M, T

WHAT'S NEW

EIGHE CANT REVBIRS!
Ied ey llars Gasirle o the Elnsa ol Assesemant

Sy i M il by Himsling (FASSHIH) Chedegie (0 FAETLE Tn
Eny e pe b Charurrsnmn sred CHROASAEE. U polresd Fabmam@ 201

BAPOETANTE Dbtuiniseg irssescians far gesing = L hes jos gestan

eaaleal!

Pl i 1P i wirsdan o thie WSS Gam 510 LB SCCPUCH TGS o piaded J ity
o

MO Finescia| Assessment S ubryeinm - Public ey Arjescies
| = N == = = = = - = =

| r
HEE AISER i
: TR ok e g e avalabba, ar g deactly 1o tha

nppropral esruns carvact on regidration arm

I
I
NEED A USER ID? i 1
I

Complete registration instructions are available, or go directly to the :. @
appropriate secure connection registration form. —

Public Housing Agenc
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Action Example

The PHA Coordinator and User Registration page
opens:

Use the scroll bar on the right side of A
the screen to see the ent”'e page / wordinator and User Hesistration

e o T e v ook s "o oo o baibon, B oo el P koo amd o T
T ol far o mptlar' deecic tha “TAn e baiow. I ol e Perm Balow el ik Zaned Jpplenion v
st Thh vee? i farmanar, bibay. o s TD sl e Emcgmad. aa i S =t of B AL

5. Click on the Coordinator radio i A v i i g o

button to designate the application
type' I Pl o
I AUwllr b i

@ Trovils fn Heamksr ot Toblic By ey o e

[T, |
g T [

R T
= o i naor alibr Pl Msamng ety pos rrpreesd-

Prevyde o v ma sy

6. Click in the First Name field and fill it
in, then tab and fill in the Middle
Initial, Last Name and Social \
Security Number fields.

The Social Security Number field is
actually three fields. Tab to each and
do not use hyphens.

First Name:

Middle Initial: [

Last Name: [poe

Social Security Number: IE = IE - IE?EIB

Willfully supplying false or fraudulent information on these applications may be
grounds for rejection and is punishable by fine, imprisonment, or both, under

Sections 1001 and 1012 of Title 18 of the United States Code.
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Action Example

7. Tab to the Organization Name field i _

and enter the name of your PHA (e.g., |  rganization Information

Plum Orchard Housing AUthOI’ity). * Prowide the name of the Public Housing Authority you represent

* Prowide the Mumber of the Public Housing Authority you represent
Organization Name: !

8. Tab to the Organization ID field and Organization ID: |

enter your PHA code (e.g., MD392).

E-mail l

9. Tab to the E-mail Address field and Address:

enter your complete e-mail address
(e.g., JaneMDoe @POHA.org).

An e-mail address permits essential
communication between HUD and the User. If
your e-mail address is incorrect, you may not
receive future important messages from HUD
regarding the system and your user ID.

10. Tab to the Password field and enter

a six-character password. (Choose
one that’s easy for you to remember
but hard for someone else to guess.)

11. Tab to the Re-enter Password for

Verification field and re-enter your
password.

Password:

—

Re-enter Password for Verification: |

Passwords are case-sensitive and may contain
letters or numbers or a combination of both (for
example, Sam437).

The Re-enter Password for Verification field

enables the system to check your password for
typos and ensures you enter the password you
intended.

12. Tab to the Mother’'s Maiden Name

field and enter your mother’'s maiden
name.

N

Mother's Maiden Name: I

NOTE: Your social security number and mother’'s maiden name are used to verify
your identity should you request a password be reset. If you forget your password,
contact the REAC Technical Assistance Center (TAC) to have HUD reset it. (See

page 1-3 for more information on contacting the TAC.)
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Action Example

13. Click on the Send Application
at the bottom of the page to open the
Registration Confirmation page.

N

Mother's Maiden Iame.

& Please provide this information for future ventfication when pro

Mother's Maiden Name: iSmith

A

Send Application Clear Fields |

Information about your PHA as
shown in HUD’s records:

The Registration Confirmation page opens:

Ellsacdinaian Registrativn

Tou are registering as a PHA Participant Coordinator for the PHA Flum Orchard Housing Authority - MID392

Please confirm the following address for Flum Orchird Housing Authority

L Plum Street

Towmsville, M 2fivi)

R ATTHOREITY

14. Check the PHA name and address
information. If there are any errors in

FPimus conliors tis folomrng sdbit e 4 Plogy Ovobaad Blousing Aaberiny I

10 Flum Sreo I
I o M

this section, follow the instructions in
the STOP note below.

If there are no errors, go to step 15.

The Registration Confirmation page contains two
types of information: 1) Information you just
entered on your Registration Application, and 2)
Your PHA’s name and address as shown in
HUD's records (shown in the blow-up above left).

i

Caution: If the PHA name or address contains any errors, click on the
Cancel Application button at the bottom of the page, exit out of your browser,
and contact your local HUB/Program Center, Office of Public Housing
immediately to resolve the problem. DO NOT submit a registration until the
errors have been corrected.
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Example

The Registration Confirmation page (continued):
Information you entered:

FHA COORDINATOR REGISTRATION CONFIRMATION:
Firet Name: JANE
Mdiddle Inttial: M
Last Nama: DOE
Seeiel Securriy Mumber: 123-45-6789
Crganization Names: PLUM ORCHARD HOUSING AUTHORITY
Crgantzation 1D: MInsae
Z-mail Address: JaneMDoe@POHA.arg Coerdinator | Ezg:'mmim\
Mothers Maiden Mawre: samefgp N
FIRLATIN
Yo are regstermg as a PHA Participant Coordinator for the PHA Plum Orchard Housing Authority — MID392 '::M'
®

12345
FLERA THCH
MDsoz

shanpd A Des DECTH AN

1
1
1
FHHISTSG AUTHORITY
1
1
SMIITH
1

Note that most of the text you entered bl e
appears in all upper case, even if you A
typed it in lower case. AR

15. Check to ensure that the information
you entered is correct. If there are no
errors, skip to step 18.

If there are any errors,
continue to step 16. LDATECTOY AT TS aqaress. IT yOu Ao 10T TECOZITRE This

represent, please cancel this application and hawve th
correction of the address. If vou do not know the H
Customer Service Center, wia the below e-mail clicl

Cancel Application

Confirrm & Submit |

16. Click on the Cancel Application
button to open the Registration
Application page again.
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Action Example

17. Click inside any fields containing

errors and make corrections as
needed.

Use the Delete or Backspace key to
remove erroneous data, then retype.
Use the Clear Fields button at the
bottom if you wish to start with a clean
application.

The Coordinator and User Registration page:

FHA

Coordinator and User Registration

Ta mppey bt eyt Uit (3, <l e 4 ™ Vi b, 8 ol e e
sl s i mre gk Ty wevbvason of e .

i, am [15 willbr

First Name [ra=
ke Lidal F
L M =

Busial Kmrutey Py 125 |- 35 - [5709

[ ¥ -
® Feobde i nams ofthe Tl Hotim Risberay e repstinm
u Tacmd e Pk ar of e s Momay bashoom mo rgembant
Ccpntscles ez F = 37 b 8 e v e
Dupssistiaa [T 1515

Fravide yoear o-pasll wibrwai

18. Click on the Send Application Beten=- 5_“':_“'“‘"' —
to open the Coordinator Registration
Confirmation page again. Y
u.n_hv;-l.u_ |
ey T
Mother's WMaiden Name.
* TDleaze provide thiz nformation for fature werfication when pros
Mother's WMaiden Name: iSmith
Clear Fields |
The Clear Fields button clears all data you've
entered from all fields on the application page.
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Action Example

The Coordinator Registration Confirmation page:

19. Check to ensure that the information B Coordantur Segiatraion
you entered is correct.

P CONENINAT R AR ETRATION CONFIRMATINN

Pt & JANME

|

THIE

123456789

FLUA OHCHARD SHIENTE ATHOHRITY
MD392

LA T =N TH A org

If there are any errors, go back to
step 16. If there are no errors,
continue to step 20.

omsmr pegrirag o1 o FHA Partirigaast Comrrispsbor o o PELL Pt Cischisd Brasling Authaosity = MEUAE
20. Click on the Confirm / Submit buttea et e g
to submit the registration and to open 7 b
the Registration Accepted page. e ki

LNTECTOr al IS acaress, 1D yod o0 10T TECOZTIER T

represent, please cancel thiz application and have th Note that most of the data you
correction of the address. If you do not know the Hl | entered appears in all caps, even if
Customer ervice Center, wia the below e-mail chicl |/ you entered it in lower case.

@‘ Cancel Application

/

21. Click on the Home link to
return to the Online Systems page.

The Registration Accepted page:

PHA Coordinator Registration

-‘_nr':l Jemage: FSTANDARD USER REQISTRATION AC CEFTED FOR FURTHER FROCESEDNG

Firsi Mavee JANE

Middle Fmtig; M

Lar? Mama: Dk

Ecral Securaty Nosmbers 123-45-6789

Orparieaicw Moo FLIN ORCHARD: HOUEING AUTHORITY
Crparreriiow S0 MII302

e Akdraas s WD i FEPOTHA, g

Mk Manaes M HMITH

| ] —_——— -
/ e o W% L@ g
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Example

22. Click on your browser’s Exit button e
exit from your browser and leave the
HUD/REAC web site.

The Online Systems
page, including the
browser window:

Ew E¥ N G0 Cousoay Hed

- -
£+ B X a a S & WU
[ Bk Aeond - Homs Dawech  Paesospr FEd ey A
T ol Boakwai W s b g d o e U =] 17 ety Pt
HUAT HOHE NRIRT T FhA BEARCS | IHIEK B HAL =
= | .
- online systems
B yne almady hawe o (e B click sn
TaOpCE e "Lpag Ba” Bums in proces d dsealy
4 Sedra Dainiesolibn, Bate that sjsis LoG W |
B TS By B, thae ket R ™ Niald actes by -
s T iEs i ol B
gl
e sysnems
Eaigi s Tha REAL Subsywieme will be dewn ko spgeedes
PR, fram fpm EBT ea Way dth Sunsgs 17 neae o
s L My A, Plasvss plas yoe srhed s arcomiin gy
Vg piwd g 117, 2001 Sy wiating Mg
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AFTER REGISTERING AS A COORDINATOR

Overview: This outlines the steps that occur after you have successfully submitted your electronic
application for user ID as a Coordinator.

Action Example

1. Within two weeks HUD sends a letter
to your PHA's Director through
standard post. The letter states that
you have requested to be a
Coordinator for that PHA.

2. The PHA Director confirms that you PHA Director

are authorized to be a Coordinator for
that PHA.

3. The PHA Director provides you with
the letter, which contains your new
Coordinator user ID.

You must remember the password
you chose when you filled out your
online registration. The letter does
not contain your password.

New Coordinator

NOTE: Coordinator registration applications are processed nightly. If the PHA is
2 verified as a Trusted Business Partner within the HUD database (and does not
already have the maximum of two Coordinator user IDs), the system assigns a

Coordinator user ID. (A Trusted Business Partner is registered to do business with
HUD.)
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REGISTER AS A USER (NON-COORDINATOR)

Overview: The following process enables you to use your Web browser to register online for a user
ID as a User. (For more information on Web browsers, see “Appendix A — Browser
Basics.”) Be sure to coordinate your request for a user ID with your PHA’s Coordinator,
since your Coordinator will provide you with your logon information once HUD has
processed your request.

Caution: This registration process is for all Users who do not function as
Coordinators. (Coordinators should ONLY accomplish the “Coordinator
Reqgistration for a User ID” on page 2-11.)

Action Example

The top of the browser window:

1. Open your Internet browser
(e.g., Netscape or Internet
Explorer).

B [d Wen Do Comvemcss Hdo

< w A .
Bach Aekiad Seaich - M Fiin SEaEY

=] 27 whatis Fiskatad

E J'BW

2. Clickin the Location field

(see note below), type the HUD Web
address
www.hud.gov/offices/reac
then press the Enter key to open the
Real Estate Assessment Center

page.

HUD EMPLOYEES: The above
Web address is for PHA business
partners only. HUD employees
should refer to the “MASS Quick
Reference Guide” (for HUD staff) for
more information.

Note that the appearance of your browser’s main
page may vary slightly from the example shown
above.
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Action Example

% NOTE: The Location field may show the words “Location,” “Go To,” “Netsite,” or
\ “Address.” Regardless, it is the large white field that stretches across the top of the
browser screen.

The Real Estate Assessment Center page:

real escare

ASSRESIMANT CoIn T wranslae | §

B = bk HLG > Reasl Grtsts Aroagemsnt Cante

real estate assessment center (reac)
[ deonees ]

ATTERTION AUL SELIEFASILT BOUSIRG OWHERS; 38

T T e ¥ HD wrtands dus o
samLuble b g DMLY frarm tha Intenat HUD W oiap b fot
ol rrowll i o eeateand on Mo 33, 2001, Wank o ::lr:;::ﬂ:r:hq
bt st [P,

B R TANT Ardeli Ll BrkrdT

Tha Wi danedbira for eleechron Kalls subimibad Annusd
Frareisl Hatarmants (2R9) hay baan wrtarded to Syl
Tu TOUL: Ean cafelly fer yetansyn,

Tha Public Hawing B perrmendt Sextem [FHAE)

Euctronic Bubmiaskara— Exkanaen of Tima Sgu deteds
e bessin

3. Click on the online systems option
to open the Online Systems page.

PG BT Ted L

Screens are updated regularly, so
what you see on your screen may
appear slightly different from what is
shown here.

Jart rabakesd on Maidh 4, 2000 Sarfaress Aspart on
Pk - Bhasical bnopectian Ssetann. i o
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Example

The Online Systems page:

| HLS M REREUT HUD EIT PRETSTE TETHY EmaL

online systems

B ynu sdrearky bove 3 Lisse B click ge
i Lo BT B 0 e d Soaoly

4. Under the NEED A USER ID section, i &2 S Commuctvn, i dratapam (888
click on the Public Housing Aqency\ ey o byp el
link to open the PHA Coordinator and i sz
. . IR LS The Fuhic Hessing Sesmsanesl Sydom PRAS)
User Registration page. (You may r— Eleck o Sk s st om T i
need to scroll down to find the link.) R R e Lo

Upistad bach 10, 3001

ATTERTIOH USERS 0F REAT GHLINE SvETERSY
The brawssr yau am uzirg map sfect yaur abliy b scoees AEAS
Byabem Apphoatinn. Su8 Dol Updeivd sk b 530

WHAT'S NEW

5| MEF CAMT REWTSIIA S

I utvary Ui G Br (v Finan i | Bessrsssss i
Sueyen m s ey Hossdng FASSUR] Changes jo PASSRE To
i b 0 o Do e 6 ared G b L e ek b w5001

PAPOATANTE Olitainiey irsbetbin far gesing & I8 has just geman
ranleall
Fletriew hir shur sersian of th WL P e S0l ion | el OFs 5t dawise

P 8 T BN el e B Bl A, a7 g0 dhea cily o the
W CLY oo sl on regnirdion fim

(/

NEED A USER ID?
Complete registration instructions are available, or go directly to the !
appropriate secure connection registration form.

Public Housing Agenc
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Action Example

Use the scroll bar on the right side of
the screen to see the entire page.

The PHA Coordinator and User Registration page:

FHA

Conrdimator snd User Hegistration

—

Click on the User radio button to
designate the application type.

Click in the First Name field and fill it
in, then tab and fill in the Middle
Initial, Last Name and Social
Security Number fields.

The Social Security Number
field is actually three fields. Ta
to each and do not use

hyphens.

»Iﬂ@

1
| rom Hm [
Wdle fewat L
Il.-nn-. |
| ol Nty Bt [ T T
i para v | e

= Ty ciye coms < okl Homeng. fosbomriy 10 o
® Prdsda i Heanbr of S Pl Bowng hsb-oir paopfiaw

i v Fraem d by rvidiane [

e N
Application Type: [Shfnsimteall: NIIET - })

........

First Name: IJDhn
Middle Initial: 1
Last Name: IDDe

Social Security Number: IE - IE 3 |6?89

Caution: To the best of your knowledge and belief, all of the information on
and attached to this electronic application for a user ID will be true, correct,
complete and made in good faith. Willful, false or fraudulent information on or
attached to the application may be grounds for rejecting the application, and is
punishable by fine or imprisonment, or both, under Sections 1001 and 1012 of
Title 18 of the United States Code. Any information that you give may be

investigated.
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Action Example

7. Tab to the Organization Name field i _

and enter the name of the PHA name | Urganization Information

you represent. * Prowide the name of the Public Housing Authority you represent

* Prowide the Mumber of the Public Housing Authority you represent
Organization Name: !

8. Tab to the Organization ID field and Organization ID: |

enter the PHA'’s Organization ID

number (e.g. MD392).

E—mail l

9. Tab to the E-mail Address field and Address:

enter your complete e-mail address
(e.g., JohnMDoe @POHA.org).

An e-mail address permits essential
communication between HUD and the User. If
your e-mail address is incorrect, you may not
receive future important messages from HUD
regarding the system and your user ID.

10. Tab to the Password field and enter

a six-character password. (Choose
one that’s easy for you to remember
but hard for someone else to guess.)

11. Tab to the Re-enter Password for

Verification field and re-enter your
password.

—

Re-enter Password for Verification: |

Password:

Passwords are case-sensitive and may contain
letters or numbers or a combination of both (for
example, Sam437).

The Re-enter Password for Verification field

enables the system to check your password for
typos and ensures you enter the password you
intended.

12. Tab to the Mother’'s Maiden Name

field and enter your mother’'s maiden
name.

N

~4

Mother's Maiden Name: I

NOTE: Your social security number and mother’'s maiden name are used to verify
your identity should you request a password be reset. If you forget your password,
contact the REAC Technical Assistance Center (TAC) to have HUD reset it. (See

page 1-3 for more information on contacting the TAC.)
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Action Example

13. Click on the Send Application
at the bottom of the page to open the
Registration Confirmation page.

Mother's Maiden Name.

¢ Please prowide this information for fiuture venficabon when prog

\ Mother's Maiden Name: [1ohnson]

lSendAppIication )l Clear Fields |
N

S —

Note that most of the text you entered
appears in all upper case, even if you
typed it in lower case.

14. Check to ensure that the information
you entered is correct.

If there are any errors, continue to
step 15. If all information is correct,
skip to step 17.

The User Registration
Confirmation page:

PHA User Registration

FHA TEEN REGITRATTON COMITHNA TN,
famar T
M
[HIE
123456789
PR OHCHARD BOSING AUTEORITY
MD392
Sl P i ANCTH A arg
JOHDSON

Pk ¢ i it ot ot ety o o PHA P gt W s ot 5
Coamry Heaslag Camadil i w8 dechie o I o v

15. Click on the Cancel Application
button to open the Registration
Application page again.

Tou are repstenng a5 a FHA Participant User for the FHA  Plum Orehard Housing Auth|

Flease confom that wow ars regabering as a PHA Participant User and nol ag & Coordmator.

Conmty Housing Corwmission wnll duiscloge your I5 b you

Corfirm £ Submil | Cancel Applicatia
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Action Example

16. Click inside any fields containing
errors and make corrections as
needed.

Use the Delete or Backspace key to
remove erroneous data, then retype.
Use the Clear Fields button at the
bottom if you wish to start with a clean
application.

17. Click on the Send Application butem=
to open the Registration Confirmation

The Coordinator and User Registration page:

FHA

Coordinator and User Registration

Frid Mg =
Sliddle Tnicdak
Lass Famen: fo=
bl Bewwaity Dmatenns [125 | [35 | [6709

Ahgmmrvime ol eresien
+ Frocke-fha e <f B Prddc Hourmg Aty pox npruns:
+ Frrvide ihe Winsber o the Dok Hvmng, deatborty s regeeoen

Dpasaion Mamay [-1'7 1772 3

Fraside year = mll whére

o Gnils i ¢ kel s
R pieda® cam

page again. e
[ iy e
e |
Mother's Maiden Name.

* Please provide this information for future venfication when proc

Mother's Maiden Name: |[Jonnson

Clear Fields | @

Send Application

\

The Clear Fields button

clears all fields on the
application page.
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Action Example
18. Check to ensure the information you The User Registration Confirmation page:

entered is correct. —
PHA User Registration

THA TENL REGISTRATIHIR OOXFIRCSLATHING
Forwt Mo, TN

|

BOE

123456789

FLIMS CRCHA R HON G AFTHORTTY
MD392

Joko WIS PR g

If there are no errors, continue to step
19. If there are any errors, go back to
step 15.

Note that most of the data you
entered appears in all caps, even if
you entered it in lower case.

19. Click on the Confirm / Submit
button to submit the registration
and to open the Registration
Accepted page.

P e I
Tau are repstenng as 2 PHA Participant User for the FHA 1 Plum Orchard Housing Auth)

Note the text Confirming Fleaze confrm that you are regetenng az o PHA Participant User and not az & Coordmator.
. . Orchard H ousing Authority seill sieclese wour I to v
that you are registering as

a “PHA Participant User
and not as a Coordinator.” Cancel Agpiication_ |

The Registration Accepted page:

/

20. Click on the Home link to PHA Coordinator Registration
return to the Online Systems page.

,_,r"-' Sz pe- STANMDARD USER RECISTRATION AC CEFFED FOR FURTHER PROCERSDNG

Hlem Fraves JANE

il s M

Last Mawa: D

Sevvad Becuritr Nuwiar 123456789

Srpasiaros M FLAM CRCHARD HOUSING AUTHORITY
Crpasaaios 10 MD392

-y Ao Jomes Bl wes i3 TTH g

Hodkers Mades Mrma- EMTTH

Hs ROTT e LoT
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Example

21. Click on your browser’s Exit button te
exit from your browser and to leave
the HUD/REAC web site.

The Online Systems
page, including the
browser window:

Ew E¥ N G0 Cousoay Hed

£ + I ¥ a = o4 &
(0 Reed  Fows  Seoon rewome Ped Geals o

T ol Boakwai W s b g d o e U

HUAT HOHE NRIRT T FhA BEARCS | IHIEK B HAL
. | .

= online systems

ymm ke y Aawe s Do B click sn
TORCS e "Lpx Ba” Bumus e poces @ diealy

14 Bedwrs CpisEotisg, Bate thyt s oK |
B TS By B, thae ket R ™ Niald actes by
s T iEs i ol B
1y
[RETET ST
Eaigi s Tha REAL Subsywieme will be dewn ko spgeedes

fram fpm FST ea May dth sicsgs 15 neos os
Mgy i, Plesss plas yne eched sies acomngly
Vg piwd g 117, 2001 Sy wiating Mg
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AFTER REGISTERING AS A USER

Overview: This outlines the steps that occur after you submit your electronic application for a user
ID.

Action Example

1. Wait at least one business day for
HUD to process your registration.

2. Ask your PHA’s Coordinator to check

the system to find out what your new
user ID number is.

Coordinators: See “Retrieve User
IDs” on page 2-34.

New User

3. Once your PHA Coordinator provides
you with your user ID, you can logon.
(See Chapter 3 — Access MASS.)

You must remember the password
you chose when you filled out your
online registration. Coordinators do
not have access to User passwords.

% NOTE: User ID registration applications are processed nightly. If the PHA is verified

3 as a Trusted Business Partner within the HUD database, the system assigns a user
ID. (A Trusted Business Partner is registered to do business with HUD.) Business
partners may have any number of Users register for user IDs.
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PART 2 — PASSWORD MAINTENANCE

The Password Change link, located in the Systems Administration section of the Secure
Systems page, opens the Change Password page and lets you change your own password.

For Users, Password Change is the only System Administration link available. Coordinators
have additional System Administration links as well, however Coordinators can only change their
own passwords, not those of other Users. (Only the TAC can reset a password for another
user. See page 1-3 for more information on contacting the TAC.)

The Secure Systems page:

Seenre Systemd -~

Systens

= Mooncenens At Subemtem, (WASE)
= Btk Howing Aceeserent Svstern Srores and Soans (HASE)

System Adminivtration - Cuwids

The Change Password page:

\l\ - i-IE"_:d'
..-....d
\ Change Password

Fleaws eaber o pew Faroward
Vser T BA11111
Mew Password: .I_
Rerype Mew Passwsa: |— M

Hutice to internet weers: Tow pasrword change reguest may not takce effect forup to 15
LT

-¢_.ﬂlﬂ.'-lf-
% NOTE: It may take up to 30 minutes for the password change to be
3. implemented on the server. Your old password is valid until the new password

takes effect. You must remember exactly how you entered your new password
(including any uppercase and lowercase letters) in order to log on the next time.

PASSWORD EXPIRATION

User passwords expire every 21 calendar days. If you logon using an expired password, the
system automatically opens the Change Password page shown above. (See the next page for
how to use the Change Password page.)
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CHANGE YOUR PASSWORD

Overview: All users must change their password periodically, and the steps for doing this are
shown below. You may change your password at any time, however the system will
force you to change any password that is older than 21 days. (If your system has
already automatically opened the Change Password page, skip to step 3.)

Action Example

1. Access the Secure Systems page.
(See page 3-1 of “Chapter 3-Access
Mass,” if you're not sure how to do
this.)

2. Click on the Password Change link
to open the Change Password page. ™

The number and types of system
links shown in the Systems section
varies from User to User.
Coordinators see more links in the
System Administration section.

The Secure Systems page:

3. Clickin the Old Password field and

enter your old (expired) password.

4. Tab to the New Password field and
enter a new password.

5. Tabto the Retype New Password
retype your new password to verify it.

Change Password

ase enb=r anewe I-'assword

User I MI11111

Old Password: I

/

6. Click on the Login button to change
the password and open the Secure
Systems page.

Mew Passwocd:
Hetype Mew Password: I @
Notee 10 Iterwet Users: T ol pazeword chiarge request moay not tareeaect fer op te 15

e,

@ucx|

N\

NOTE: It may take up to 30 minutes for the password change to be implemented on
the server. Your old password is valid until the new password takes effect. You

must remember exactly how you entered your new password (including any
uppercase and lowercase letters) in order to log on the next time.
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PART 3 - SYSTEM ADMINISTRATION FOR THE COORDINATOR

Caution: The instructions in Part 3 “System Administration for the

Coordinator” are for Coordinators ONLY. Other Users do not have access
to these features and should continue to the next chapter without reading
this section.

As your PHA'’s Coordinator, you perform system administration functions on your own user ID,
as well as on the user IDs of the other Users at your PHA.

This section covers the two basic tasks you will perform as a Coordinator. The first task,
“Establish Yourself as a Coordinator,” is something you do only once and which enables you to
administer all other MASS users at your PHA. The second task, “Maintain User IDs For MASS,”
covers how you will assign roles to the other MASS user IDs at your PHA so that they can use
Secure Systems such as MASS.
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EsTABLISH MASS COORDINATOR RIGHTS FOR YOUR USER ID

You may be a new Coordinator who has just received a user ID from your PHA Director, or
perhaps you've been functioning as a Coordinator for other subsystems for some time. In either
case, you must establish MASS Coordinator rights for your user ID in order to administer MASS
for your PHA.

SECURE SYSTEMS PAGE

The Secure Systems main page (below) contains two sections: “Systems” and “System
Administration.” The Systems section contains links to HUD’s secure systems. (The list of
systems varies based on the user ID’s access rights.) The Systems Administration section
contains additional links that the Coordinator uses to control system access, update user
information (e.g., email address), and the like. All users see the Systems Administration
section, however Users who aren’t Coordinators only see the link for Password Change.

* I“Iﬂl % Seenre SISte’?u% —
L

and Urban Development SySI gmns

¢ Eeal Estate Management Systern (REMS)
e Public Housing Assessment Svstem: Scores and Status (MASE)

| System Administration - Gui

|
|
TTser Group Maintenance |
TTzer ID Maintenance 1
|
|
|

L
.
¢ Business Partners haintepefice
o PHA Assionment MWMakfnance
.

Password Change

System Administration - Guide

Tzer Group Mamtenance
Tser ID MMaintenance

Busmmess Fartners hMamtenance
o PHA Assienment Mantenance
Pazsword Chanee

Depending on your user ID’s current access rights, you may see different links, or even
no links at all in your Systems section.
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EsTABLISH MASS COORDINATOR RIGHTS FOR YOUR USER ID

Overview: Completing this process adds the MASS link to your Systems list and enables you to
administer other MASS users at your PHA. You only need to do this once.

Action Example

1. Open your Internet browser and open The Real Estate Assessment Center page:
the Real Estate Assessment Center customers
page by entering the following products
address: Loale

www.hud.gov/offices/reac about reac

HUD EMPLOYEES: The above , ’
Web address is for PHA business =
partners only. HUD employees 4

should refer to the “MASS Quick P hat's hot|

Reference Guide” (for HUD staff) for elenced wher Mach 34, 3004 41l b b e

. . w l:rm.r fram thes Drbaimet HUD I\.ll ct sk sonlustion far

more information. ki hche mi i i Eis Rl
Pagsd soryy

AT A Wl MERT
Thes filking duaedbnie For +|h‘l nnnll.— h.hm.md Snnual
wredud ko Spnl

2. Click on the online systems option to

The Public ot i g ADDE SO kst TR

open the Online Systems page. sy e AT
T T T
T T—— i
Pages are updated regularly, so your screen
may appear slightly different from what is shown
here.
% NOTE: You may wish to bookmark this Web address for future reference. For more
\ on bookmarks and other browser information, see “Appendix A — Browser
Bookmarks.”
I The Online Systems page opens:
3. Click on the LOG IN button to open £ ninaienni e

A :
the Username and Password page. ko online systems

I you lreedy bave & User 10, click =
the “Log Is™ button te precesd dimc

TQFIGS

T s, the “Uhsed Hame™ Salil sCiuply

cslomers
preducts Teruines your usel 0.
[}
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Action Example

4. Enter your user ID in the User Name

7.

N\

field. N\

Don't forget to capitalize the letter(s)
in your user ID when you type it in the
User Name field (e.g., M11111 or
MC1111).

Tab to the Password field and type in
your password.

The Username and Password page:

\ Uszername and Password Required I

ter username for Enterprise Server at

Cancel

-

Click the OK button and the Browser
Version Warning window opens.

see page 1-3.

If this is the first time you've entered
the system on a given day, you may
receive a notice about Internet
browser versions. If you do, read it
and then click OK to open the Legal
Warning page.

If you don't see the Browser Version

Warning window, the Legal Warning

page opens instead, as shown in the
next step.

NOTE: If you have forgotten or don’t know your user ID and password, contact the
Technical Assistance Center (TAC). For more information on contacting the TAC,

The Browser Version Warning window MAY open:

wwwZ_hud_gov - [JavaScrpt Application]

“whaming, The Secure Systems secunty access software supports Metzcape 3.0 - 4. 76
browser werzionz. |Internet Explorer 5.0 browezer iz supported for all processing systems
except ARAMS, REMS and TRACS. Other browsers may not be compatible vath this
sofhware.
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Action Example

—

8. Click on the Continue button to open
the Secure Systems page.

The Legal Warning page opens:

Seeure Systemé -~

L

i

N LT
s | g D s s

Legal Warning

Misuse of Federal Information taough the HUD
Seoure Commestion web gite falk under the provisions
of btle 1%, Unsted Sintes Code, Secbon 1030, Ths law
cifies penalties for exceeding authonzed access,

Coninug

9. Click on the User ID Maintenance
link to open the User ID Maintenancsy

page.

The Secure Systems page opens:

Seeure Systems  ——-

HUD

Systems &
L L‘J_EEHLHAMBMEM (FERME]

» Public Housng Assessm tem: Sreres and Srane BLASE)

- e acacicarac. R ]

* Busmess Fartners hMantenance
o PHA Assiomment hamntenance
o Pazsword Change

In the example above, note that the Systems/
area does not yet contain a link to MASS.

Your Systems area may contain no links, or

may include links not shown, including MASS.
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Action Example

The User ID Maintenance page opens:

/

10. Click in the User ID field and enter
your own user ID.

/§
11. Click on the Maintain User Profile
radio button.

12. Click on the Submit button to open
the Maintain User Profile page.

Usex ITr Iﬁjﬁi—l_‘

" Wamtan Tlser Information
™ Wamtain Tser Profile

1~ Retnewve Teer s

/

13. Scroll down until MASS appears in
the System column.

The top of the Maintain User Profile page opens:

I FASPHA I

T Contrel
@ Add | s

Maintain User Profile

Far JANE M D{E (MCI111)

Famove M44632 from:

[M44632 e

o g rati oo
‘Faar Erd Ecttlemenm

Gy ‘

Girsupds) - Nesw Dafined

Financial Coordinator

assessment Create Draft Many
Subsystem - CreatedSave Draft
THA Created/SavesSubn

Extension Reques

The System column

The Scroll Down button
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Action Example

14. Click on the MASS box to check it.

(If it is already checked,

The Maintain User Profile page, MASS section opens:

i 1
Iea've It CheCked) ! bl coemt Forane ol PA sereene = 1 |
|  Asmssmnent i prowe Ad i@ j
| P ‘:-”“‘I:‘.“i'.‘.’.' !
" Distingushis REAS Dincior %] 1 H
|

/. ______________ —
= HARE B Artkenis) E
Coodran & )
WV MASS v Action(s)
|
Ianagement Access all PHA screens ofin
Lssessment Anprove Adjustments
Subsystemn
Distinguidhes REAC Director =]
Group(s) - None Defined
I
15. Click on the Add Actions box to
check it.
16. Click on Coordinator from the list to

highlightit/v
Scroll down to the bottom of the
page.

17.

The bottom of the Maintain User Profile page opens:

¥  TRaCs

Tennnt Bental
FBspistance
Cartibicaticn

18. Click on the Submit butto%
the Update Results page. |

\

[ ain B ens] [Wmnr Graup B scdrnance] [We o Meolaceccs)|

Actionigh 1

|77“’_—| r;z;:mj
= =

Grmupis) - Nome Diefined

Before clicking on the Submit button, you may
also add Coordinator rights to any additional
subsystems that you will administer.
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Action Example
The Update Results page confirms The Update Results page opens:
that the changes you made were
successfully completed.
y.comp Update Results
19. Click on the Secure Systems Menu
link to open the Secure Systems \ All updates have heen successfully completed.
page. N
[Hewmenr [Teer WI44637]
1' ser Maintenatice
Systems e Secure Systems page opens:

* Eeal Estate Management Svystem (RERS)
* Management Assessment Subsystem (WASE)
o Public Housing Assessment Svste cores and Status (MASS)

Note that the Management
Assessment Subsystem link
now appears. (Depending on
your configuration, you may or
may not see other links as well.)
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MAINTAIN USER IDS FOR MASS

Systemn Administration

User ID Maintenance

gl
Il

e User ID |
FoCAre S yStene ¢ Maintain User Information
Menu " Maintain User Profile
& Retrieve User [Ds
Subrmit |

As your PHA’s Coordinator, you do three basic things for your PHA’'s MASS Users:

Retrieve user IDs: New Users at your PHA apply for their user IDs online, just as you did
as a Coordinator. Unlike a Coordinator’s user ID, however, HUD does not send a User’s
user ID to your PHA'’s Director via standard US mail. Users are dependent on you, as a
Coordinator, to retrieve their IDs for them from Secure Systems.

Assign Role(s) and PHA(s): In order for Users to have proper system access, you must
assign each retrieved user ID the appropriate role for each HUD-REAC system that the
individual User will be working with, in this case, MASS. You must also assign the PHA (or
PHAs) that the User will be representing in each system. As the Coordinator, you perform
this task for every user in your PHA(S), including yourself.

Provide Users with their user IDs: Once you have assigned the appropriate role(s) and
PHA(s) to the user IDs, you provide the Users with their IDs so that they can begin work. It is
the Users’ responsibility to remember the passwords they submitted with their user ID
registration. Coordinators do not have access to passwords (other than their own). Users
who forget their passwords must contact the Technical Assistance Center (TAC) to obtain a
new one. (See “If You Need Help” on page 1-3 for information on contacting the TAC.)
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RETRIEVE USER IDS

Overview: One business day after a new User submits an online registration for a user ID, the
Coordinator can use Secure Systems to retrieve the user ID. Do not provide the User
with the user ID until you have completed the process on page 2-37, “Assign a Role and

a PHAto a User ID.”

Action Example

1. From the Secure Systems page,
click on the User ID Maintenance
link to open the User ID Maintenance™

page.

e PHA Azsicnment Mantenance

¢ Pazsword Change

The Secure Systems page:

Seeure Systemé -~

HLIr

Systems

* Eeal EBstate Manapement Syitem (BEMS)
* Mapgement fssessmen Subesbem (MATF)
Luble Heusng Assessnent System Sceres and Stame FASSY

If you're not sure how to open the

Secure Systems page, see page 3-
1 in “Chapter 3 — Access MASS,”
and follow steps 1 through 8.

2. Click on the Retrieve User IDs radio
button.

3. Click on the Submit button to open
the Retrieve User IDs page.

The User ID Maintenance page opens:

System Administration

User ID Maintenance

.u.':'.‘s.i.‘.’f::."u"!fh';';.’,.".‘.‘m User ID |

; " Maintain User Information
" Maintzin User Profile
& Betrieve User [Ds
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Action Example
User IDs can be listed based on The Retrieve User IDs page opens:

criteria such as last name, first name,
or the date the account was created

or last updated. To list all existing
user IDs at your PHA, leave all
search criteria fields blank and click
on the Submit button.

Date Hange B

i)

To IE; 15 lzo001

05 410 2001

4. Click in the first Date Range From ==
field and type in the desired 2-digit
month. Then tab to enter the 2-digit
day and 4-digit year (generally, the

User Malnfenance
Retriewe [ser s

tiem Criteria doptiesal)

date the user submited the Last Name: | ]/
registration). iy ) R — <
, Date Bange® ¢ . E .
5. Tab to the Date Range To field and g 0. 5 .

type in the desired 2-digit month.
Then tab to enter the 2-digit day and
4-digit year (generally, the current
date).

™ Cherele btwa wo lindt yeur selecton e Independont ssers

6. Click on the Submit button to open
the User List page.

NOTE: If no user IDs correspond Error
& to the search criteria (e.g., no user
IDs were created or updated Mo additional nser records match yemr salaction criteria,
within the date range you entered), _
the error message at right opens. s e e el
Click on the Retrieve User IDs link *
to enter new search criteria. N |

The User List page opens, showing user IDs matching
the search criteria:

7. Note the new user name(s) and user User List
ID number(s) listed, then click on the

. . I Last Name First N User [T [er Status | User Type BER Type BFE Status
Main Menu link toreturnto the ==\ | wopo e wama\uciin Jeme | Uer | 386 | dosedo)
N

Secure Systems page.
\\ Coondinetons wth actwe tosme s partres elthonstons eee bated i bold
[Reliie Pleei] [Uane Chroasgy Bliced nnsenea] [Uidie Bliabeaca] [Fetdend U s 104]
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Action Example

If the new user ID was not listed (and
at least one full business day has
passed since registration) contact the
TAC for assistance. (See “If You
Need Help” on page 1-4.)

Once you have a new user ID, don't
provide it to the User until you have
completed the process on page 2-37,
“Assign a Role and a PHA to a User
ID.”

The Secure Systems page opens:

Seenre Systemé -

HLIr

Systems

* Mapgement fssessmen Subesbem (MATF)

= Publbe Heusng Assesenent Svsbem Seeres and Stam FIASSY

E_: I
FHA fusignoent Mainbenance
Easpornrd Change

LR
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ASSIGN A ROLE AND A PHA TO A USER ID

Overview: Before a User can access MASS, the Coordinator must assign the user ID a MASS

Role and a PHA.

Action Example

ASSIGN A MASS ROLE:

1. From the Secure Systems page,
click on the User ID Maintenance
link to open the User ID Maintenance

page.

The Secure Systems page:

Smﬁxstuﬁ: - a-am

Systemy

» Beal Estare Manapement Sysrem (BERMS)
* Maogement fssessmen Subesbem (MATE)
» Publbe Heusng Assesenesr Syetem Seeres aned States (FIASS)

Systens AdriniSTrarfion - Guids

* Cuzner? Pawer: N
HA fssignoent Moinbenane
* Easpword Clange

2. Click in the User ID field, then enter =
the desired user ID (e.g., M11111 or
MC1111).

3. Click on the Maintain User |
Information radio button to select it.

4. Click on the Submit button to open
the Maintain User Information page.

The User ID Maintenance page opens:

System Administration

\]Eser ID Maintenance
User

Secure Systems Maintain Teer Information
Menu 1 Maintain User Profile
" Eetriewe User [Ds

UL, Dhept. of Honsing
and U pm
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Action

5. Click on the Assign Role(s) box to
check it.

Only one user per PHA may be
assigned the PHA Director role. That
user has all the capabilities of a PHA
User in addition to the unique
capablity to submit final submissions
to HUD/REAC.

6. Click on the appropriate MASS role

\

for this user. (Select either PHA -

Director or PHA User, but not both).

7. Click on Update button to open the
Update Results page.

\

The Assign Role(s) list may show
other system assignments in addition
to MASS roles.

Bistisss Parmaw(s)  Usor Sratus Usar Typa A wprdimater
FL30% & Bchive FHA userBusness " Yer
™ T errminated Partoer = Ha
I Assign Fedeis) " Irelede Rolesis)
* WMAES - PHE. Diracion &
MASS - PHA, Lizar
— 1

Example

The Maintain User Information page opens:

Maintain User Information

User Iy MC111

Fiwst Name: [T
Middie it |
Last Nanee: fLEE

w- Mol Addrosse [usndsLesddures, somn

- |
Update

NOTE: The default status is “Active.” Select the “Terminated” status to temporarily
inactivate any User on extended leave, then select “Active” upon the User’s return.

See page 2-48 for more information.

8. Click on the Review User link to
open the Maintain User Information
page again.

The Update Results page opens:

Update Results

All updates have heen successfully completed.

[Becure Swstems Wlenu] [[Tser M aintenance]
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Action Example

The Maintain User Information page opens:

Maintain User Information

Confirm that the role you selected i hsiiint

earlier has moved from the Assign \
Role(s) column to the Delete Role(s)
column.

N Fiirst Mame; |I-'l-r|d-l-

NGddle Initial: |

[ame: |Lam

¥5i ||nr|d.l|llE-:-uM:.: o

Husiness Parmaen(s User Typa Caordisavo

ID: FL909 FHA usenBummese T Fos
Partner & Ha

™ Azsigs Robe(s)

MiB55 - PHA Dimctor &

9. Click on the Main Menu link to open
the Secure Systems page.

=
\ BFF Indiaare; * = Fra, ** =Fam, ***=Bath

The Secure Systems page opens:

ASSIGN A PHA: Seeure Systemé -~
» > - HL
oD i Systems
1. Click on the PHA Assignment » Eeal Estare Mangement Syotem (RERS)
. . * Dincogemen fssessment Subersbam (MASE)
Malntenance Ilnk to Open the PHA » Bublic Housing Assessnent Swtem Soore and State (HASS)

Assignment Maintenance page. Systen Administration - Guids
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/\

2. Click in the User field and enter the
desired user ID (e.g., M11111 or
MC1111).

The Assign PHA radio button is
already selected.

3. Click on the View Selection button to
open the Assign PHA for User page.

The PHA Assignment Maintenance page opens:

Sysrene Administration
FHA Assigiamerst Maimicnamee
User [
" Assign FHA 7 Yiew or Unassigs FHA

For Asagaroent, previde cne of the follwmg, or lea
PHAID I
o Brae X
s ™ FHAID

il Eferion 1 Lot i esrks o o
ke Bkt iy

4. Click on the PHA User (PHU) option |
in the Roles field. (Even if that is the
only option listed in the Roles field,
click on it.)

The Assign PHA For User page opens:

Assign PHA For User MC1111
FHAs
FLA®  DESTHY DLMES HOUSHG AUTH.

5. Click on the desired PHA in the PI%S
field. (Even if that is the only option
listed in the PHASs field, click on it.)

6. Click on the Update button to open
the Update Results page.

EBiles
x:rs Bubmilter iSUE) & |
Ha Sbenitler [PEE]

FHA User (PHY 2]

(s bcom] [Uaer rauy bt o] Uses Bsedeasoge] [FHA blsioteersnrs]

Depending on your user ID’s configuration, you
may see one option or several options in the
Roles and/or PHAS fields.

7. Click on the PHA Maintenance link
to open the PHA Assignment
Maintenance page again in order to
review the updates you just made.

The Update Results page opens:

Update Results
~~_

Mwumpleted successfully.

[Becure Byatems el [PHA Ilantenance
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8. Click in the User field and enter the
same user ID as in step 2 on the
previous page (e.g., M11111 or
MC1111).

9. Click on the View or Unassign PHA\
radio button to select it.

10. Click on the View Selection button to
open the Unassign PHA For User

page.

The PHA Assignment Maintenance page opens:

Sywteme Adminivtration

PHA A uig;:mrul A ainfenance

s
™ Assign FHA " Yiew ar Usasslgn FHA
E ke oo o the fielloming K i i
mr
o Saate | =
Trigricn o Sial thar b
F P

11. If the PHA Name is correct (and the Role
Code is “PHU” for a User or “PHD” fora N
Director) click on Main Menu link to
return to the Secure Systems page.

If the PHA Name or Role Code is
incorrect, click on the PHA Maintenance |
link and repeat steps 2 through 12 above.

The Unassign PHA for User page opens:

Unassign PHA For User MC11111

Hale Code
FHIT

PHA I FHA Name
" FLo09 DESTINY DUNES HOUSING AUTHORITY

Submit I

Seenre Systemg -«

Systemy

* Maagemen Assossmen Subemtem (MASE)

:

Eazrerngd Chage

= Publbe Heusng Assessment Swotem S cores and State (FIAS S

September 2001

2-42



Quick Reference Guide for PHAs
Management Assessment Subsystem (MASS)
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The Secure Systems page opens:

SYSTEM SECURITY

12. Provide the new User with the user ID
number (e.g., M11111 or MC1111) and
have the User logon to test that it is
working properly.

In order to logon, new Users must
remember the password they chose when
submitting the user ID registration. (See
“If You Need Help” on page 1-5 if the User
cannot remember the password.)

Caution: Coordinators cannot access User passwords within Secure
Systems and should not ask Users to disclose them.
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UNASSIGN A PHA AND ROLE FROM A USER ID

Overview: If you only wish to unassign a PHA from a user ID, stop after step 7. If you wish to
unassign a role, the system requires that you unassign the PHA first (as the following
process shows), otherwise the system displays an error message.

Action Example

UNASSIGN A PHA:

1. Click on the PHA Assignment
Maintenance link to open the PHA
Assignment Maintenance page.

The Secure Systems page:

SeenreSystemb =«

Sypstems

* Maepemert Assosrment Subesbem (MASE)

= Publse Hleousmg Asseserent Svstem: Sceres ane Statns FIASS

# Tger ID Mmnterance

& v g .

' PHA Ausigurent onobenan’y

-a-

2. Click in the User field and enter the
desired user ID (e.g., M11111 or
MC1111).

3. Click on the View or Unassign PHA
radio button to select it. —_—

4. Click on the View Selection button to
open the Unassign PHA For User
page.

The PHA Assignment Maintenance page opens:

Sypstern Administration

:|_"FT L) _.'u I\.jgurwrlr "-] ﬂillflqr.l_lrl;l’\

" Visw ar Usadsign FH

cigrment, previde cae of the ful
FHAID

or Btate -]

g, o ko bilank B ol

i ~ FHAD
T D

ribarian i Stabe, 1or et
Wierw Salachion |
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Action Example

The Unassign PHA for User page opens:

5. Click on the box next to the desired
Unassigh PHA For User MC11111

PHA ID to check it. \
\* PHA T PHA Neame Hole Code

™ FLa02 DESTINY DITMES HOUSIMG AUTHORITY EHI

V%

[hlain Blepa)] [UserGrous M eintenunre] (U ser b exdenance] [FHA Mainteaence]

6. Click on the Submit button to open
the Update Results page.

The Update Results page opens:

Update Results

7. Click on the Secure Systems Menu N

link to open the Secure Systems 1 unassign has completed successfully.
page.
Hﬁ hlaintenance
UNASSIGN A MASS ROLE: The Secure Systems page opens:

Seeure Systemé -~
1. From the Secure Systems page, o
click on the User ID Maintenance ~~

link to open the User ID Maintenance
page.

Systems

tem ] )
wmpztem (AT )
usng Assesement Svctem: S oores and Srate (FIAS S
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Action Example

The User ID Maintenance page opens:

System Administration

2. Click in the User ID field, then enter__| b Mai
the desired user ID (e.g., M11111 or N [P Maintenance
MCllll) User
R ﬁamtam gser E]fo;’lmanon
/ aantain [Tser Profile
3. Click on the Maintain User © Retrieve User IDs
Information radio button to select it.
4. Click on the Submit button to open
the Maintain User Information page.
The Maintain User Information page opens:
Maintain User Information
Uspr IH: MC1111
5. Click on the MASS - PHA User (or =~ =
MASS - PHA Director) role in the f’"ﬂ
Delete Roles column box to select it. -
aNeladl Address [werdslasfdunes . con
The Delete Role(s) list may show : _
other system assignments in addition ks g o\
to MASS.7 C Tenmmed  Pame * Mo
I Aszzgm Roleish I Delede Rolesiz
6. Click on the Delete Roles check box | rAsE ikl 3
to check it.
: g
FFF Indicators * = Fre, ™ = Fosf, ¥ = Eaoth
7. Click on the Update button to open

the Update Results page.

Peluia Megn] M ey Chong Munleper] o Manlonance]
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Action Example

The Update Results page opens:

/\ Update Results
8. Click on the Review User link to \\
open the Maintain User Information
page again. All updates have been successfully completed.
Review [ser MC111 ]|
[Becure Syatetma M ena] [Taer Maintenatice]
The Maintain User Information page opens:
9. Confirm that the role you selected T T I S
earlier has moved from the Delete
. Veer I MC1111
Role(s) column to the Assign

First Nagne; II.l-n...i-

Role(s) column. (If not, repeat this Vil T [

process from page 2-42.)

Lass [Mame: 1LH

= Mad fuddiress [usrcinLeebdunes.con

Business Parmesr(z}  Usor Szamis Usar Typin Caswillnares
ID: FL909 F Acties THA urecEusness e
™ Temanated Foartrer " M
™ Axsign Ralods) I Dadove Belosis)
WASE - PHA Diecior -I

__» MASS - PHA User

10. Click on the Main Menu link to return
to the Secure Systems page.

E
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Action Example

The Secure Systems page opens:

Seeure Systemé -

-
-

-

-
-
-
-
-

Sypstems

Eral Estare Marappment Syoem (BERMS)
Isfrcogement fosessment Subeysbam (MASE)

Fuble Heusng Assesanent Svstem: Sceres and Srares (FLASSE)

Systems Adrministralion - Guids

Emnes: Poartrers Mpintarense
FHA Assignoent Moinbenane
Easpenrd Change
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TERMINATE OR ACTIVATE A USER ID

Overview: For security purposes you may temporarily suspend, or “Terminate,” a user ID (for
example, when someone goes on extended leave of absence). “Terminated” user IDs
cannot logon to Secure Systems, but the user ID remains in the system. When the
reason for the termination is no longer valid, you can “Activate” the account again.

Action Example

The Secure Systems page:

Seeure Systemé -

BELY

1. From the Secure Systems page,
click on the User ID Maintenance ~
link to open the Maintain User
Information page.

Systems

+ Beal Estare Mangpement System (BEME)
* Mapgemen fssessmen Subesbem (MATE)
» Puble Heousng Asseseneso System: Soores and States (FIAS S

srems Administrarion - Guide

* Faspword Clamge

TERMINATE OR ACTIVATE A USER: The User ID Maintenance page opens:
System Administration

ser ID Maintenance

2. Clickin the User ID field, then enter =
the desired user ID (e.g., M11111 or

MC1111). /.
3. Click on the Maintain User

Information radio button to select it.

U5, Trept. of Housing
and Urhan Development

Mantan User Information
€ Maintain User Profile
© Retrieve User IDs

.—

4. Click on the Submit button to open
the Maintain User Information page.
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Action Example

The Maintain User Information page opens:

/\ Maintain User Information
5. Click on the Terminated or the User ID: MC1

Active radio button to select it.

v 4

6. Click on Update button to open the
Update Results page.

Business Parmen(s) Tser Typn Canrdisator
. i ID: FL909 FHA ueenBurnese 1 For
Depending on how your Coordinator # Teeminated Parter ¥
user ID is configured, the lists may
show other system assignments ':“‘;‘"?::"*‘L : ::I"DT,MM

besides MASS.

= b |

EFF Indcawae: * = Fra, = =Fan, ***=Hsth
' Updaia D

{1 el [Uges Oroup B ain stz [Uzes Maninsene]

The Update Results page opens:

Update Results

7 Click on the Review User link to _\\ All updates have heen successfully completed.
open the Maintain User Information
page again.
Review User MC111 ]|

[Becure Bystems Ilenu] [Teer Maintenatice]
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Action Example

Verify that the User Status has
changed from Active to Terminated,
or from Terminated to Active. (If

not, repeat this process from step
two.)

9. Click on the Main Menu link to return
to the Secure Systems page.

\

The Maintain User Information page opens:

Maintain User Information

User Ik ‘MCi1111

Fiirst Mame; [vmnas

Wl Initial: [

Last [fampe: |Laa

p-Iladl Address: [wsndmlesidunes.com

Busnods Pamen(s)  User Stamis Tsar Typn Canrdisatan
ID: FL909 © Achr FHA usenBumese T Tos
& Termiated Fartrier  Ha

™ Assigs Robe(s) T Delete Roles{s)

PeSs - PHA Dimctor = PSS - PHE, Lger &

KFF IndAcaars: * = Fra, ** =Fam, ***=Fsth

* Incpgement Arees sk Subestam (WATS)
» Pubbe Heusng Assesoresnt Swbem S eores and Statns FIASSY

W r [0 Blosnfenance

=z Porfrers Mabarence

EHA fusignent Monheran e
Easpernrd Changs

-
-
@
-
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